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Mobile telephone with cypher card 





(57) Mobile telephone (1), for instance a GSM tele- 
phone with a corresponding SIM card (8) for authenti- 
cation within a GSM network. The telephone is addition- 
ally provided with a reception slot (12) for a smart card 
(TO) containing ciphering keys that on temporary inser- 



tion together with additional enciphering and decipher- 
ing circuits and programs in the telephone can make 
very secure end to end communication possible. In this 
way eavesdropping or accidental overhearing becomes 
practically impossible. 
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a GSM900 mobile station, 
a DECT portable part 
a dual-mode GSM900/DECT terminal 
a dual-band GSM900/DCS1800 terminal 
a triple-band GSM900/DCS1 BOO/PCS 1 900 termi- 
nal 

a TETRA mobile station 

a UMTS mobile station 

a dual-mode GSM900/UMTS terminal 

a dual-mode GSM900/Satellite terminal 

[0016] In some of these cases the telephone will in 
addition to the ESC be equipped with two other cards 
for the networks' identification and authentication. 
[001 7] Further preferable developments of the inven- 
tion are apparent from the claims and the following de- 
scription of a preferred embodiment shown in the draw- 
ings. In the drawings fig 1 shows a mobile telephone 
according to the invention in a lateral view in a first po- 
sition, fig 2 the same phone in a second position and fig 
3 the phone in a third position. 

[0018] The telephone 1 in the drawings is provided 
with keys 2 and a display (not visible) Between the top 
3 and bottom 4 shell of the telephone housing an open- 
ing 5 is present for the insertion of a flat battery 6. When 
the battery is removed a small receptacle 7 for a SIM 
card 8 tilts up into the battery opening and the SIM card 
is accessible for removal or insertion through the slot or 
opening 5 as can be seen in fig 2. When the battery is 
once again inserted the receptacle tilts back out of the 
way. 

[001 9] Next to the battery slot 5 above and adjoining 
this is an opening slot 1 2 situated so that the total open- 
ing is about two millimeter wider than the battery thick- 
ness requires. Into this slot 1 2 an enciphering smart card 
(ESC) for end to end encryption can be inserted. This 
card has the the size of a credit card. When this card is 
inserted its contact points are contacted by the contacts 
9 shown next to the SIM-card receptacle 10. The ESC 
can not be inserted in its entirety into the phone but will 
when inserted to its working position still extend outside 
the housing by about one half, making it practically im- 
possible to forget it there after use. 
[0020] The ESC can be inserted before a communi- 
cation is commenced or during communication. 
[0021 ] The telephone is in its lower end provided with 
an antenna 11 that is mounted for a swing movement 
parallel to the length direction of the phone, from the 
position shown in fig 1 to the position in fig 2. The an- 
tenna is resiliency pretensioned towards the body of the 
phone snap locking it in its folded or rest position along 
the side of the phone covering the ESC slot, thus pre- 
venting the introduction of unintended objects as long 
as the antenna is in rest position. In this way the user 
will also find it impossible to fold the antenna if the ESC 
remains in the phone. 

[0022] The resilient mounting of the antenna result not 
only in snap locking it but will also protect the mounting 
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from being accidentally damaged. 
[0023] The antenna may be provided with snap-lock 
means enabling locking of a position obliquely back- 
wards so that the telephone can stand up on a table. 

5 [0024] In a slightly altered version the antenna may 
be slidably extendable downwards and at the same time 
serve as a lid over the ESC slot. Also a connection for 
an external antenna may be arranged together with oth- 
er connections in a known manner. 

10 [0025] The ESC may also include pin codes or other 
choices made by the user, for instance depending on 
whom he intends to contact. The ESC may also contain 
the telephone number of the receiver. The ESC may al- 
so be tightly bound to a specific telephone so that it can 

15 not be used unless one has access to the intended tel- 
ephone. 

Claims 

20 

1. Radiobased communication device or equipment 
for instance telephone characterized in being 
equipped with an enciphering circuit operating end 
to end and receiving the cipher keys from a cipher 
25 smart card that is insertable into an apposite slot in 
the telephone so as to enable enciphering or deci- 
phering of speech and/or data to and from the tele- 
phone. 

30 2. Device according to claim 1 in particular a mobile 
telephone characterized in that it is also equipped 
with a communication smart card for mutual identi- 
fication and authentication between the device and 
the network service provider. 

35 

3. Device according to claim 1 or 2 T characterized in 
the slot in the device for the accommodation of the 
cipher smart card being so located that the mouth- 
piece or keyboard lid can not be folded without the 

40 removal of the card. 

4. Device according to any of the preceding claims, 
characterized in the enciphering circuit being con- 
tained in the cipher smart card. 

45 

5. Device according to any of the preceding claims, 
characterized in transmitting speech over any of 
the data channels of the GSM-system. 

50 6. Device according to any of the preceding claims, 
characterized in being equipped with more than 
one slot or location for smart cards for instance so 
that two or more persons must insert their cards to 
enable ciphered communication. 

55 

7. Device according to any of the preceding claims, 
characterized in being a GSM900 mobile station 
or a DECT portable part. 
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(54) Mobile telephone with cypher card 

(57) Mobile telephone (1), for instance a GSM tele- 
phone with a corresponding SIM card (8) for authenti- 
cation within a GSM network. The telephone is addition- 
ally provided with a reception slot (12) for a smart card 
(10) containing ciphering keys that on temporary inser- 



tion together with additional enciphering and decipher- 
ing circuits and programs in the telephone can make 
very secure end to end communication possible. In this 
way eavesdropping or accidental overhearing becomes 
practically impossible. 



z 



C 



2 



fZ 6 70 7 4 



CO 

< 

CO 

h- 
m 
o> 

o 

Q_ 
LU 



Fm 7 } 



Printed by Jouve. 75001 PARIS (FR) 



EP 0 957 651 A3 



European Patent 

Application Number 

Office 

EP 99 85 0079 



CLAIMS INCURRING FEES 



The present European patent application comprised at the time of filing more than ten claims. 

Q £^rfh rt °lT e !l aimS haV f b i en P aid within the Prescribed time limit. The present European search 



□ ^fdraw^p fcTtL^t 5?J2£ ^ ^ ^ * — ' W has 



LACK OF UNITY OF INVENTION 



^1 D ^1T^I thBt P . reSent Eure P*« P^ent application does not comply with the 
requirements of unity of invention and relates to several inventions or groups of inventions! namely: 



see sheet B 



□ ^T^nu^aU^Z^ en Paid fiXSd time ,imit ThG PreSent Eur0pean search report has 

□ «K2 tS^^JSSX. wi,hout effort jU8tlfyinfl an addltlonaI fee ' the Search DM8,on 

IZI ??*rJFH 0i *f: fU ^ her s f areh fees have been paid wrthln the fixed time The present European 
SSJ? 2 r *< e 1 UP 1 °1 V hOBe . paftS ° f * e Euro P* a " P^ent application which relatelo the 

inventions in respect of which search fees have been paid, namely claims: 



ID H^t u f th l 8earch ; ees have b*«n Paid within the fixed time limit. The present European search 

ffln?^ ^,o P f ° r th ° 6e . ° f the Eur °P ean P atent application which relate to the invention 
nrst mentioned in the claims, namely claims: 

1,2,4,5,6,7,8,9 



3 



EP 0 957 651 A3 



ANNEX TO THE EUROPEAN SEARCH REPORT 
ON EUROPEAN PATENT APPLICATION NO. 



EP 99 85 0079 



^P^J^^IZ^^IT^O^^ - ^ European search f epo,. 

The European Patent Office « in no way liable lor these particu.ars which are merely gnren for the purpose of information. 

02-03-2000 



Patent document 
cited in search report 



Publication 
date 



DE 19707022 
US 5485519 



Patent family 
member(s) 



A 
A 



27-08-1998 
16-01-1996 



Publication 
date 



NONE 



US 
US 
US 
US 



5367572 A 
5237614 A 
5657388 A 
5479512 A 



22-11-1994 
17-08-1993 
12-08-1997 
26-12-1995 



u, For more details about this annex : see Official Journal of the European Patent Office, No. 1 2/82 



_0957651A3_I_> 



